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Cyberthreats Persist; To Address Them, We Need To Ask The Right QuestionCyberthreats Persist; To Address Them, We Need To Ask The Right Question

Why didn’t they detect it?
Why didn’t they detect that they detected it?

UN aviation agency 
investigating reports of 
possible data breach

Major location data 
broker reports hack to 

Norwegian authorities

New York Hospital Says 
Ransomware Attack Data 
Breach Impacts 670,000

Data Breach—240,000 
Credit Union Members 

Exposed

Massive Health Care 
Data Breach Threatens 

Millions

US Treasury says 
Chinese hackers stole 
documents in 'major 

incident'

Edtech giant says 
hackers accessed 
personal data of 

students and teachers

US state hit by data 
breach as hackers 
demand ransom



CDSS Cortex Unit 42 Zero Trust Services Ecosystems Prisma CloudNetwork Security 

End-to-end workflow automation for security operations 

Cortex XSIAM

Unified SecOps Platform  

Unify SOC Operations 
with an integrated 
AI-driven platform 

Cortex 
XPANSEDiscovers and reduces 

the entire 
attack surface

Cross correlates internal 
view of assets 

with outside-in  
mapping

Understands exposure 
to new attacks  
and how attacks 

have unfolded (including 
supply chain 

exposures  and 
nation-state 

vulnerabilities)

Cortex XSOAR
Scales and accelerates 

security operations  
with automaton

Reduces manual steps  
in your incident 

response workflow 
by up 10 100%

Easily deploy new 
automation cases via 

extensive SOAR 
marketplace

Stitched and Normalized

Endpoints Network Cloud   Identity   Additional 
sources

Data Sources

Endpoint
Analytics

Network
Analytics

Cloud
Analytics

Identity
Analytics

Continued 
Innovation

Cortex XDR

A Holistic Platform For Delivering SOC Services

Prisma SASE 



Cortex XSIAM: AI-Driven Security Operations

ITDR ASMTIP

SIEM NDREDR SOAR CDR

Data

~9 PB/day
100s of data sources

AI

7,000+ detectors
(2,400 ML models) + BYOML

Automation

1,000
default playbooks

Single SOC UI
 simplifies and accelerates 

SOC analyst work

Eliminates Data Silos
through analytics with 

full context

AI-Powered Defense 
to stop threats

from days → minutes

Automated Operations
to accelerate 

SOC outcomes

Replaces multiple SOC tools 

Easily extend the platform with advanced capabilities

    MDR



Data: Unified Tools & Data to Power AI and Automation

Data
4x more data ingested

AI Automation

Data AI Automation

Any Data Source
Single, complete 

source of 
AI-ready data

Simplified new data source 
onboarding

Optimized for efficient 
prevention, detection, 

response. 

Endpoint

Cloud

Network

Identity Ingest 
raw 
data

Normalize 
data 
for AI

Enrich data
with threat 
intelligence

Other



AI: AI-Powered Defense to Stop Threats in Minutes

Data AI
7,000 detectors and over 2,400 ML models

Data AI Automation

Automation

7K Detectors 
and over 

2.4K+ ML models
continuously advancing  

100% Detection and industry-low false positives 
in MITRE ATT&CK Round 6 

Real-time
prevention

Precise causality 
and detection 

Full context 
of threats 

Simplified new data source 
onboarding

Optimized for efficient 
prevention, detection, 

response. 

Single, complete 
source of 

AI-ready data



Automation: Automated Operations to Accelerate SOC Workflows

Automation
1,000+ actions and 

integrations

Data AI Automation

Data AI

Alerts triggered and stitched; 
incident created

Impact assessed 
and contained

Incident 
remediated

75%
Fewer incidents requiring 

investigation*

98%
Reduction in

MTTR**

THOUSANDS OF INTEGRATIONS AND ACTIONS

*Oil and Gas company case study

**Boyne Resorts case study

https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/customers/oil-and-gas-company-deploys-ai-driven-soc-with-cortex-xsiam.pdf
https://www.paloaltonetworks.com/customers/boyne-resorts-achieves-game-changing-soc-improvements-with-cortex-xsiam-and-unit-42-mdr


ENDPOINT

14+ 
Data Models

OTHER

35+ 
Data Models

NETWORK

23+ 
Data Models

IDENTITY

6+ 
Data Models

CLOUD

26+ 
Data Models

MSSP

Syslog Collector   Apache Kafka Collector   CSV Collector   Netflow Collector

Database Collector   FTP Collector   Files and Folders Collector   SNMP Collector

and more…

1,000+

INTEGRATIONS

Integrating the Entire SOC Ecosystem with Dedicated Data Models



D
ATA Veeam is

DATA
RESILIENC

E

Data 
Backup

Data 
Recovery

Data 
Freedom

Data 
Security

Data 
Intelligencepurpose-built 

for powering  
data resilience
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Extensive 
workload 
coverage 
unmatched 
in the 
industry

New 
for 2024
Virtual/Database
• Proxmox VE
• MongoDB

Cloud
• Amazon FSx
• Amazon RedShift
• Azure Cosmos DB
• Azure Data Lake 

Storage Gen2



The Problem

▪ Proactive Threat Assessment ▪ Data Infrastructure 

• Cyberattacks are common

• Attempts to access infrastructure are 
frequent, including backups

• Large number of tactics, techniques, and 
procedures (TTPs) utilized by threat actors

• IoCs are difficult to identify

• Unpredictable dwell time (between 
compromise and attack)

68%
of financial impact attributed to costs 

other than the ransom payment

96% 
of cyber attacks target backups

75% 
of organizations suffered at least 
one ransomware attack



Veeam Data Platform Provides Cyber Resilience

The complete end-to-end ransomware defense

13

Operational Environment

Ransomware 
Prevention

Recon Threat Assessment 
& Breach Analysis

AI in-line 
Malware 
Detection

Immutable
Backup

SureBackup 
Clean-room, verified backups

Veeam Cyber Secure Program

Secure 
Backup

SIEM Integration

Alternative Restore LocationYARA 
Rules

Secure Restore
Pre-tested, automated 

clean recovery

Rapid, Clean 
Recovery

Recover 
Anywhere



Storage Cyber Events 
Detection

Incident API

YARA – rule-based detection

Veeam Ready Immutability

Veeam Cyber Resilient Ecosystem

Encryption/KMS

Security information 
and event 
management (SIEM)

Recon

Secure Restore Incident Response

with

Security Orchestration, 
Automation and 
Response (SOAR)

Incident API

Ransomware detection

Veeam Integrated 
Immutability

Tape/WORM Storage 
Integrations

Readiness

Storage & Backup Compliance Monitoring

Confidential



▪ Help customers to speed up their Veeam events integration

Veeam Events Reference

New Events documentation for Veeam Backup & Replication
Includes severities, NIST and MITRE ATT&CK mappings

Events Reference

Confidential



Veeam App for Palo Alto Networks
XSIAM



▪ Veeam developed security marketplace App for Palo Alto's SIEM 

Veeam App for Palo Alto Networks XSIAM

Veeam is a Pilot Partner delivering the first 3rd party 
developed App incl:

• Syslog ingest with events from 
Veeam Backup & Replication and Veeam ONE

• Pre-defined Veeam Monitoring Dashboard

• Pre-defined Veeam Security Dashboard

• Pre-created parser and event filtering

• Support for both Veeam Backup & Replication as 
well as Veeam ONE syslog ingest

• Documented correlation rules

Confidential



Palo Alto Networks XSIAM + Veeam
▪ Palo Alto Cortex XSIAM protects and monitors your environment, now including Veeam

• Veeam Backup & Replication and 
Veeam ONE use industry-standard 
Syslog to send application events to 
Palo Alto Cortex XSIAM Broker VM

• XSIAM Broker VM sends events 
to Palo Alto Cortex XSIAM

• Veeam App for Palo Alto XSIAM parses 
incoming Syslog data for display on 
detailed dashboards

Veeam Backup & 
Replication

syslog

Broker VM

Veeam 
ONE

• Palo Alto Networks 
XSIAM

• SaaS

Confidential



Veeam Appfor Palo Alto Networks 
XSOAR



▪ First ever Veeam developed security marketplace App with API level integration

Veeam App for Palo Alto Networks XSOAR

• Bi-directional API-level connection to both 
Veeam Backup & Replication and Veeam ONE

• Pre-defined Incident Dashboard

• Veeam Malware event handling with Palo Alto 
Incident creation

• Additional Incident handling (e. g. for Configuration 
Backup too old, Repositories running out of space)

• Playbooks for SOC:

• Start Veeam Instant VM recovery Playbook to

• Start Veeam Configuration Backup

• Acknowledge and resolve Veeam ONE alerts 

• Functions:

• Trigger Veeam Incident API from Palo Alto events

• Query available “clean” restore points

Confidential



Solution diagram — Veeam App for 
Palo Alto Networks XSOAR

https://docs-cortex.paloaltonetworks.com/r/Cortex-XSOAR/6.12/Cortex-XSOAR-Administrator-Guide/Cortex-XSOAR-Engines-Overview 

Veeam Backup & 
Replication

REST API

Engine

Veeam ONE

Palo Alto Networks 
XSOAR

Customer Environment Cloud

Palo Alto Networks 
XSOAR

REST APIREST API

Confidential

https://docs-cortex.paloaltonetworks.com/r/Cortex-XSOAR/6.12/Cortex-XSOAR-Administrator-Guide/Cortex-XSOAR-Engines-Overview


▪ Incidents get created for the following events:

• Veeam Backup & Replication
• Malware Detection (Inline/Malware Extensions/Deletions/Incident 

API)

• AV/YARA scan detections

• Configuration Backup not executed for 30 days (default)

• Repository Free Space below 200 GB (default)

▪ Veeam ONE
- Veeam ONE Alerts with Status Error/Warning

o Backup Server security & compliance state

o Suspicious incremental backup size

o Unusual Job Duration

o and more - see documentation

Veeam App for Palo Alto Networks XSOAR — 
Incidents

Confidential



Available Playbooks

Start Instant VM Recovery
- Start Instant Recovery Manually/Start Instant VM 

Recovery Automatically

- This Playbook triggers an Instant VM recovery from an 
XSOAR Incident. There is a Playbook that retrieves the 
parameters automatically or the customer has the 
choice to enter the desired parameters manually. Before 
the Instant Recovery starts the customer gets asked if 
an AV scan should be done.

Start Configuration Backup
- Starts a Veeam Backup & Replication 

Configuration Backup

Acknowledge Veeam ONE Alarm
- Acknowledges a reported Veeam ONE Alert

Confidential



DEMO 
Palo Alto Apps


